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Définition

Une attaque par canal auxiliaire (en anglais: Side-channel attack) est
une attaque qui vise à exploiter l’implémentation de certains systèmes
cryptographiques par le biais d’informations ”s’échappant” du
système.
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Mesure de courant

Attaque par mesure de courant à travers une résistance de 50Ω
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Première Trace RSA

En violet la courbe de consommation avec du filtrage de
Savitzky–Golay et en bleu une courbe de corrélation par fenêtre

glissante
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L’algorithme RSA

L’exponentiation rapide est utilisée :
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En s’aidant de pulsations
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Timing

Idée
Algorithme de Boyer-Moore näıf
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L’algorithme AES

AES (Advanced encryption standard) est un algorithme de
cryptographie symétrique basé sur le schéma suivant :
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À l’attaque !!

Idée : Construire un modèle de consommation puis utiliser un outil
statistique. On ”devine” (bruteforce) la sortie de la sbox, donc on en
déduit l’entrée car on connâıt le text en claire.

Modèle
On considère la consommation du circuit proportionelle au poids de
Hamming
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Le code :
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Résultats et code en C optimisé :

Architecture pour le cas de l’attaque réelle

Code en C optimisé pour un calcul rapide (library Shared Object)

Interfaçage avec Python grâce à ctypes

Script Python communiquant avec l’oscilloscope

Code Arduino AES en C/C++
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Contre-mesure

Exemple de contre mesure pour RSA
On rajoute un : while (rand() % 10 != 0)

Impossible de mesurer des temps !!
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Conclusion

Merci pour votre attention
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Annexe : L’algorithme RSA

RSA (Rivest–Shamir–Adleman) est un algorithme de cryptographie
asymétrique basé sur le schéma suivant :
Soit (p, q) ∈ P2 et n = pq, ϕ(n) = (p − 1)(q − 1)
On prend alors e ∈ N, e ∧ ϕ(n) = 1
La clef privée d est tel que ed ≡ 1 (mod ϕ(n)) donc d inverse
modulaire de e.
Pour un message m on le chiffre par : c ≡ me (mod n)
Et on le déchiffre par : m ≡ cd (mod n)
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Annexe : Code C calcul I

1 /∗
2 O r i g i n a l [ KEY SIZE , BLOCK SIZE , b y t e s p e r c a p t u r e ]
3 then you cou ld tu rn i t i n t o F l a t [ KEY SIZE ∗ BLOCK SIZE ∗ b y t e s p e r c a p t u r e ] by
4
5 F l a t [ x + BLOCK SIZE ∗ ( y + b y t e s p e r c a p t u r e ∗ z ) ] = O r i g i n a l [ x , y , z ]
6 ∗/
7 #d e f i n e XYZ( x , y , z ) ( ( z ) + ( ( c r a cke r−>b y t e s p e r c a p t u r e ) ∗ ( ( x ) + ( ( KEY SIZE ) ∗ ( y ) ) )

) )
8 // not used anymore f o r o p t im i s a t i o n pu rpo s e s but makes unde r s t and i ng e a s i e r
9

10 vo i d AddTrace ( c p a c r a c k e r c r a cke r , u i n t 8 t ∗ t r a c e , u i n t 8 t ∗ kp ){
11 doub l e hyp = 0 . 0 ;
12 doub l e b e s t gu e s s e d = −INFINITY ;
13 doub l e g u e s s e d I n d i c e = 0 ;
14
15 #i f d e f VERBOSE
16 u i n t 3 2 t nt = 0 ;
17 doub l e c l = omp get wtime ( ) ;
18 p r i n t f (CLEARLINE ”\ r [%c ] Crack ing | Trace %04d | ” , r o l l [ c r a cke r−>nb t r a c e %

4 ] , ( u i n t 3 2 t ) c r a cke r−>nb t r a c e ) ;
19 #e n d i f
20
21 c r a cke r−>nb t r a c e++;
22
23 u i n t 3 2 t coord = 0 ;
24 u i n t 3 2 t cp = 0 ;
25
26 #pragma omp p a r a l l e l f o r s imd c o l l a p s e (2 )
27 f o r ( u i n t 8 t bnum = 0 ; bnum < KEY SIZE ; bnum++){
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Annexe : Code C calcul II

28 f o r ( u i n t 1 6 t kgues s = 0 ; kgues s < BLOCK SIZE ; kgues s++){
29 #i f d e f VERBOSE
30 nt = DMAX( nt , omp get num threads ( ) ) ;
31 #e n d i f
32
33 coord = c ra cke r−>b y t e s p e r c a p t u r e ∗ (bnum + KEY SIZE ∗ kgues s ) ;
34 hyp = ( doub l e ) ( ( u i n t 3 2 t )HammingWeight [ INTERMEDIATE( ( u i n t 1 6 t ) kp [ bnum ] ,

kgues s ) ] ) ;
35
36 f o r ( u i n t 3 2 t i = 0 ; i < c r a cke r−>b y t e s p e r c a p t u r e ; i++){
37 cp = coord + i ;
38 c r a cke r−>sumnum1 [ cp ] += hyp ∗ t r a c e [ i ] ;
39 c r a cke r−>sumnum2 [ cp ] += hyp ;
40 c r a cke r−>sumnum3 [ cp ] += t r a c e [ i ] ;
41 c r a cke r−>sumden1 [ cp ] += hyp ∗ hyp ;
42 c r a cke r−>sumden2 [ cp ] += t r a c e [ i ] ∗ t r a c e [ i ] ;
43 // p r i n t f (”% l f \n” , c r a cke r−>sumnum2 [XYZ(bnum , kguess , i ) ] ) ;
44 }
45
46 f o r ( u i n t 3 2 t i = coord ; i < coord + c racke r−>b y t e s p e r c a p t u r e ; i++){
47
48 doub l e i n r o o t = ( c r a cke r−>sumnum2 [ i ] ∗ c r a cke r−>sumnum2 [ i ]
49 − c r a cke r−>nb t r a c e ∗ c r a cke r−>sumden1 [ i ] )
50 ∗ ( c r a cke r−>sumnum3 [ i ] ∗ c r a cke r−>sumnum3 [ i ]
51 − c r a cke r−>nb t r a c e ∗ c r a cke r−>sumden2 [ i ] ) ;
52
53 i f ( i n r o o t != 0 . 0 )
54 c r a cke r−>cpaoutput [ i ] = ( c r a cke r−>nb t r a c e ∗ c r a cke r−>sumnum1 [ i ]
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Annexe : Code C calcul III

55 − c r a cke r−>sumnum2 [ i ] ∗ c r a cke r−>sumnum3 [ i ] ) / s q r t ( f a b s (
i n r o o t ) ) ;

56
57 // p r i n t f (”% l f , %l f \n” , i n r o o t , ( c r a cke r−>nb t r a c e ∗ c r a cke r−>sumnum1 [

XYZ(bnum , kguess , i ) ] − c r a cke r−>sumnum2 [XYZ(bnum , kguess , i ) ] ∗ c r a cke r−>sumnum3
[XYZ(bnum , kguess , i ) ] ) ) ;

58 }
59
60 c r a cke r−>maxcpa [ kgues s + bnum∗BLOCK SIZE ] = −INFINITY ;
61 f o r ( u i n t 3 2 t i = coord ; i < coord + c racke r−>b y t e s p e r c a p t u r e ; i++)
62 c r a cke r−>maxcpa [ kgues s + bnum∗BLOCK SIZE ] = DMAX( c ra cke r−>maxcpa [

kgues s + bnum∗BLOCK SIZE ] , f a b s ( c r a cke r−>cpaoutput [ i ] ) ) ;
63 }
64 }
65
66 f o r ( u i n t 8 t bnum = 0 ; bnum < KEY SIZE ; bnum++){
67 be s t gu e s s e d = −INFINITY ;
68 g u e s s e d I n d i c e = 0 ;
69 f o r ( u i n t 1 6 t kgues s = 0 ; kgues s < BLOCK SIZE ; kgues s++)
70 i f ( c r a cke r−>maxcpa [ kgues s + bnum∗BLOCK SIZE ] > be s t gu e s s e d ){
71 be s t gu e s s e d = c racke r−>maxcpa [ kgues s + bnum∗BLOCK SIZE ] ;
72 g u e s s e d I n d i c e = kgues s ;
73 }
74 c r a cke r−>b e s t g u e s s [ bnum ] = gu e s s e d I n d i c e ;
75 }
76
77 #i f d e f VERBOSE
78 doub l e t = 1 / ( doub l e ) ( omp get wtime ( ) − c l ) ;
79 c r a cke r−>AverageTracePerSec += t ;

Maël Hostettler Attaques par canaux auxiliaires Juin 2023 18 / 40



Annexe : Code C calcul IV

80 p r i n t f ( ” %l f | %l f x %d Trace / s i n s t a n t | %l f x %d Traces / s ave r age ” , c r a cke r
−>maxcpa [ 0 ] , t , nt , c r a cke r−>AverageTracePerSec / c r a cke r−>nb t r a c e , nt ) ;

81 p r i n t f ( ” | ” ) ;
82 i n t c = 0 ;
83 f o r ( u i n t 3 2 t i = 0 ; i < KEY SIZE ; i++){
84 c = ( i n t ) c r a cke r−>b e s t g u e s s [ i ] ;
85 i f ( ( c <= 0x7e ) && ( c >= 0x20 ) )
86 p r i n t f ( ”%c” , ( cha r ) c ) ;
87 e l s e
88 p r i n t f (RED ”\\x%02X” RESET, ( uns i gned ) c ) ;
89 }
90
91 f f l u s h ( s t dou t ) ;
92 #e n d i f
93 }
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Annexe : Code C Arduino I

1 #i f n d e f ECB
2 #d e f i n e ECB 1
3 #e n d i f
4
5 #d e f i n e AES128 1
6 //#d e f i n e AES192 1
7 //#d e f i n e AES256 1
8
9 #d e f i n e AES BLOCKLEN 16 // Block l e n g t h i n by t e s − AES i s 128b b l o ck on l y

10
11 #i f d e f i n e d (AES256 ) && (AES256 == 1)
12 #d e f i n e AES KEYLEN 32
13 #d e f i n e AES keyExpSize 240
14 #e l i f d e f i n e d (AES192 ) && (AES192 == 1)
15 #d e f i n e AES KEYLEN 24
16 #d e f i n e AES keyExpSize 208
17 #e l s e
18 #d e f i n e AES KEYLEN 16 // Key l e n g t h i n by t e s
19 #d e f i n e AES keyExpSize 176
20 #e n d i f
21
22 s t r u c t AES ctx
23 {
24 u i n t 8 t RoundKey [ AES keyExpSize ] ;
25 } ;
26 t y p ed e f u i n t 8 t s t a t e t [ 4 ] [ 4 ] ;
27 s t a t i c con s t u i n t 8 t sbox [ 2 5 6 ] = {
28 //0 1 2 3 4 5 6 7 8 9 A B C D

E F
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Annexe : Code C Arduino II

29 0x63 , 0x7c , 0x77 , 0x7b , 0 xf2 , 0x6b , 0 x6f , 0xc5 , 0x30 , 0x01 , 0x67 , 0x2b , 0 x fe , 0xd7 ,
0xab , 0x76 ,

30 0xca , 0x82 , 0xc9 , 0x7d , 0 xfa , 0x59 , 0x47 , 0 xf0 , 0xad , 0xd4 , 0xa2 , 0 xaf , 0x9c , 0xa4 ,
0x72 , 0xc0 ,

31 0xb7 , 0 xfd , 0x93 , 0x26 , 0x36 , 0 x3f , 0 xf7 , 0 xcc , 0x34 , 0xa5 , 0xe5 , 0 xf1 , 0x71 , 0xd8 ,
0x31 , 0x15 ,

32 0x04 , 0xc7 , 0x23 , 0xc3 , 0x18 , 0x96 , 0x05 , 0x9a , 0x07 , 0x12 , 0x80 , 0xe2 , 0xeb , 0x27 ,
0xb2 , 0x75 ,

33 0x09 , 0x83 , 0x2c , 0x1a , 0x1b , 0x6e , 0x5a , 0xa0 , 0x52 , 0x3b , 0xd6 , 0xb3 , 0x29 , 0xe3 ,
0 x2f , 0x84 ,

34 0x53 , 0xd1 , 0x00 , 0xed , 0x20 , 0 x fc , 0xb1 , 0x5b , 0x6a , 0xcb , 0xbe , 0x39 , 0x4a , 0x4c ,
0x58 , 0 xc f ,

35 0xd0 , 0 xe f , 0xaa , 0 xfb , 0x43 , 0x4d , 0x33 , 0x85 , 0x45 , 0 xf9 , 0x02 , 0 x7f , 0x50 , 0x3c ,
0 x9f , 0xa8 ,

36 0x51 , 0xa3 , 0x40 , 0 x8f , 0x92 , 0x9d , 0x38 , 0 xf5 , 0xbc , 0xb6 , 0xda , 0x21 , 0x10 , 0 x f f ,
0 xf3 , 0xd2 ,

37 0xcd , 0x0c , 0x13 , 0 xec , 0 x5f , 0x97 , 0x44 , 0x17 , 0xc4 , 0xa7 , 0x7e , 0x3d , 0x64 , 0x5d ,
0x19 , 0x73 ,

38 0x60 , 0x81 , 0 x4f , 0xdc , 0x22 , 0x2a , 0x90 , 0x88 , 0x46 , 0 xee , 0xb8 , 0x14 , 0xde , 0x5e ,
0x0b , 0xdb ,

39 0xe0 , 0x32 , 0x3a , 0x0a , 0x49 , 0x06 , 0x24 , 0x5c , 0xc2 , 0xd3 , 0xac , 0x62 , 0x91 , 0x95 ,
0xe4 , 0x79 ,

40 0xe7 , 0xc8 , 0x37 , 0x6d , 0x8d , 0xd5 , 0x4e , 0xa9 , 0x6c , 0x56 , 0 xf4 , 0xea , 0x65 , 0x7a ,
0xae , 0x08 ,

41 0xba , 0x78 , 0x25 , 0x2e , 0x1c , 0xa6 , 0xb4 , 0xc6 , 0xe8 , 0xdd , 0x74 , 0 x1f , 0x4b , 0xbd ,
0x8b , 0x8a ,

42 0x70 , 0x3e , 0xb5 , 0x66 , 0x48 , 0x03 , 0 xf6 , 0x0e , 0x61 , 0x35 , 0x57 , 0xb9 , 0x86 , 0xc1 ,
0x1d , 0x9e ,
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Annexe : Code C Arduino III

43 0xe1 , 0 xf8 , 0x98 , 0x11 , 0x69 , 0xd9 , 0x8e , 0x94 , 0x9b , 0x1e , 0x87 , 0xe9 , 0 xce , 0x55 ,
0x28 , 0 xdf ,

44 0x8c , 0xa1 , 0x89 , 0x0d , 0 xbf , 0xe6 , 0x42 , 0x68 , 0x41 , 0x99 , 0x2d , 0 x0f , 0xb0 , 0x54 ,
0xbb , 0x16 } ;

45
46 #d e f i n e Nb 4
47
48 #i f d e f i n e d (AES256 ) && (AES256 == 1)
49 #d e f i n e Nk 8
50 #d e f i n e Nr 14
51 #e l i f d e f i n e d (AES192 ) && (AES192 == 1)
52 #d e f i n e Nk 6
53 #d e f i n e Nr 12
54 #e l s e
55 #d e f i n e Nk 4
56 #d e f i n e Nr 10
57 #e n d i f
58
59 s t a t i c con s t u i n t 8 t Rcon [ 1 1 ] = {
60 0x8d , 0x01 , 0x02 , 0x04 , 0x08 , 0x10 , 0x20 , 0x40 , 0x80 , 0x1b , 0x36 } ;
61 s t r u c t AES ctx c t x ;
62
63
64
65 #d e f i n e getSBoxValue (num) ( sbox [ ( num) ] )
66
67 s t a t i c vo i d KeyExpans ion ( u i n t 8 t ∗ RoundKey , con s t u i n t 8 t ∗ Key )
68 {
69 uns i gned i , j , k ;
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Annexe : Code C Arduino IV

70 u i n t 8 t tempa [ 4 ] ;
71
72 f o r ( i = 0 ; i < Nk ; ++i )
73 {
74 RoundKey [ ( i ∗ 4) + 0 ] = Key [ ( i ∗ 4) + 0 ] ;
75 RoundKey [ ( i ∗ 4) + 1 ] = Key [ ( i ∗ 4) + 1 ] ;
76 RoundKey [ ( i ∗ 4) + 2 ] = Key [ ( i ∗ 4) + 2 ] ;
77 RoundKey [ ( i ∗ 4) + 3 ] = Key [ ( i ∗ 4) + 3 ] ;
78 }
79
80 f o r ( i = Nk ; i < Nb ∗ (Nr + 1) ; ++i )
81 {
82 {
83 k = ( i − 1) ∗ 4 ;
84 tempa [0]=RoundKey [ k + 0 ] ;
85 tempa [1]=RoundKey [ k + 1 ] ;
86 tempa [2]=RoundKey [ k + 2 ] ;
87 tempa [3]=RoundKey [ k + 3 ] ;
88
89 }
90
91 i f ( i % Nk == 0)
92 {
93 {
94 con s t u i n t 8 t u8tmp = tempa [ 0 ] ;
95 tempa [ 0 ] = tempa [ 1 ] ;
96 tempa [ 1 ] = tempa [ 2 ] ;
97 tempa [ 2 ] = tempa [ 3 ] ;
98 tempa [ 3 ] = u8tmp ;
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Annexe : Code C Arduino V

99 }
100
101 {
102 tempa [ 0 ] = getSBoxValue ( tempa [ 0 ] ) ;
103 tempa [ 1 ] = getSBoxValue ( tempa [ 1 ] ) ;
104 tempa [ 2 ] = getSBoxValue ( tempa [ 2 ] ) ;
105 tempa [ 3 ] = getSBoxValue ( tempa [ 3 ] ) ;
106 }
107
108 tempa [ 0 ] = tempa [ 0 ] ˆ Rcon [ i /Nk ] ;
109 }
110 j = i ∗ 4 ; k=( i − Nk) ∗ 4 ;
111 RoundKey [ j + 0 ] = RoundKey [ k + 0 ] ˆ tempa [ 0 ] ;
112 RoundKey [ j + 1 ] = RoundKey [ k + 1 ] ˆ tempa [ 1 ] ;
113 RoundKey [ j + 2 ] = RoundKey [ k + 2 ] ˆ tempa [ 2 ] ;
114 RoundKey [ j + 3 ] = RoundKey [ k + 3 ] ˆ tempa [ 3 ] ;
115 }
116 }
117
118 vo i d AES i n i t c t x ( s t r u c t AES ctx∗ ctx , con s t u i n t 8 t ∗ key )
119 {
120 KeyExpans ion ( ctx−>RoundKey , key ) ;
121 }
122
123
124 s t a t i c vo i d AddRoundKey ( u i n t 8 t round , s t a t e t ∗ s t a t e , con s t u i n t 8 t ∗ RoundKey )
125 {
126 u i n t 8 t i , j ;
127 f o r ( i = 0 ; i < 4 ; ++i ){
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Annexe : Code C Arduino VI

128 f o r ( j = 0 ; j < 4 ; ++j ){
129 (∗ s t a t e ) [ i ] [ j ] ˆ= RoundKey [ ( round ∗ Nb ∗ 4) + ( i ∗ Nb) + j ] ;
130 }
131 }
132 }
133
134 s t a t i c vo i d SubBytes ( s t a t e t ∗ s t a t e )
135 {
136 u i n t 8 t i , j ;
137 boo l f s t = t r u e ;
138 f o r ( i = 0 ; i < 4 ; ++i )
139 {
140 f o r ( j = 0 ; j < 4 ; ++j )
141 {
142 (∗ s t a t e ) [ j ] [ i ] = getSBoxValue ((∗ s t a t e ) [ j ] [ i ] ) ;
143
144 f s t = f a l s e ;
145 }
146 }
147 }
148
149 s t a t i c vo i d Sh i f tRows ( s t a t e t ∗ s t a t e )
150 {
151 u i n t 8 t temp ;
152
153 temp = (∗ s t a t e ) [ 0 ] [ 1 ] ;
154 (∗ s t a t e ) [ 0 ] [ 1 ] = (∗ s t a t e ) [ 1 ] [ 1 ] ;
155 (∗ s t a t e ) [ 1 ] [ 1 ] = (∗ s t a t e ) [ 2 ] [ 1 ] ;
156 (∗ s t a t e ) [ 2 ] [ 1 ] = (∗ s t a t e ) [ 3 ] [ 1 ] ;
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Annexe : Code C Arduino VII

157 (∗ s t a t e ) [ 3 ] [ 1 ] = temp ;
158
159
160 temp = (∗ s t a t e ) [ 0 ] [ 2 ] ;
161 (∗ s t a t e ) [ 0 ] [ 2 ] = (∗ s t a t e ) [ 2 ] [ 2 ] ;
162 (∗ s t a t e ) [ 2 ] [ 2 ] = temp ;
163
164 temp = (∗ s t a t e ) [ 1 ] [ 2 ] ;
165 (∗ s t a t e ) [ 1 ] [ 2 ] = (∗ s t a t e ) [ 3 ] [ 2 ] ;
166 (∗ s t a t e ) [ 3 ] [ 2 ] = temp ;
167
168 temp = (∗ s t a t e ) [ 0 ] [ 3 ] ;
169 (∗ s t a t e ) [ 0 ] [ 3 ] = (∗ s t a t e ) [ 3 ] [ 3 ] ;
170 (∗ s t a t e ) [ 3 ] [ 3 ] = (∗ s t a t e ) [ 2 ] [ 3 ] ;
171 (∗ s t a t e ) [ 2 ] [ 3 ] = (∗ s t a t e ) [ 1 ] [ 3 ] ;
172 (∗ s t a t e ) [ 1 ] [ 3 ] = temp ;
173 }
174
175 s t a t i c u i n t 8 t xt ime ( u i n t 8 t x )
176 {
177 r e t u r n ( ( x<<1) ˆ ( ( ( x>>7) & 1) ∗ 0x1b ) ) ;
178 }
179
180 s t a t i c vo i d MixColumns ( s t a t e t ∗ s t a t e )
181 {
182 u i n t 8 t i ;
183 u i n t 8 t Tmp, Tm, t ;
184 f o r ( i = 0 ; i < 4 ; ++i )
185 {
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Annexe : Code C Arduino VIII

186 t = (∗ s t a t e ) [ i ] [ 0 ] ;
187 Tmp = (∗ s t a t e ) [ i ] [ 0 ] ˆ (∗ s t a t e ) [ i ] [ 1 ] ˆ (∗ s t a t e ) [ i ] [ 2 ] ˆ (∗ s t a t e ) [ i ] [ 3 ] ;
188 Tm = (∗ s t a t e ) [ i ] [ 0 ] ˆ (∗ s t a t e ) [ i ] [ 1 ] ; Tm = xt ime (Tm) ; (∗ s t a t e ) [ i ] [ 0 ] ˆ= Tm ˆ

Tmp ;
189 Tm = (∗ s t a t e ) [ i ] [ 1 ] ˆ (∗ s t a t e ) [ i ] [ 2 ] ; Tm = xt ime (Tm) ; (∗ s t a t e ) [ i ] [ 1 ] ˆ= Tm ˆ

Tmp ;
190 Tm = (∗ s t a t e ) [ i ] [ 2 ] ˆ (∗ s t a t e ) [ i ] [ 3 ] ; Tm = xt ime (Tm) ; (∗ s t a t e ) [ i ] [ 2 ] ˆ= Tm ˆ

Tmp ;
191 Tm = (∗ s t a t e ) [ i ] [ 3 ] ˆ t ; Tm = xt ime (Tm) ; (∗ s t a t e ) [ i ] [ 3 ] ˆ= Tm ˆ

Tmp ;
192 }
193 }
194
195 #d e f i n e Mu l t i p l y ( x , y ) \
196 ( ( ( y & 1) ∗ x ) ˆ \
197 ( ( y>>1 & 1) ∗ xt ime ( x ) ) ˆ \
198 ( ( y>>2 & 1) ∗ xt ime ( xt ime ( x ) ) ) ˆ \
199 ( ( y>>3 & 1) ∗ xt ime ( xt ime ( xt ime ( x ) ) ) ) ˆ \
200 ( ( y>>4 & 1) ∗ xt ime ( xt ime ( xt ime ( xt ime ( x ) ) ) ) ) ) \
201
202
203
204 s t a t i c vo i d C iphe r ( s t a t e t ∗ s t a t e , con s t u i n t 8 t ∗ RoundKey )
205 {
206 u i n t 8 t round = 0 ;
207
208 AddRoundKey (0 , s t a t e , RoundKey ) ;
209 boo l f s t = t r u e ;
210 f o r ( round = 1 ; ; ++round )
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Annexe : Code C Arduino IX

211 {
212 i f ( f s t )
213 PORTB = B11111111 ;
214 SubBytes ( s t a t e ) ;
215
216 i f ( f s t )
217 PORTB = B00000000 ;
218
219 // f s t = f a l s e ;
220 Sh i f tRows ( s t a t e ) ;
221 i f ( round == Nr ) {
222 break ;
223 }
224 MixColumns ( s t a t e ) ;
225 AddRoundKey ( round , s t a t e , RoundKey ) ;
226 f s t = f a l s e ;
227 }
228 // Add round key to l a s t round
229 AddRoundKey (Nr , s t a t e , RoundKey ) ;
230 }
231
232 vo i d AES ECB encrypt ( con s t s t r u c t AES ctx∗ ctx , u i n t 8 t ∗ buf )
233 {
234 // The next f u n c t i o n c a l l e n c r y p t s the P l a i nTex t w i th the Key u s i n g AES a l g o r i t hm .
235 C iphe r ( ( s t a t e t ∗) buf , ctx−>RoundKey ) ;
236 }
237
238 byte data [ 1 6 ] = {0} ;
239 vo i d s e tup ( ) {
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240 // put your s e tup code here , to run once :
241 S e r i a l . b eg i n (57600) ;
242 pinMode (8 , OUTPUT) ;
243 pinMode (9 , OUTPUT) ;
244
245 byte key [ ] = ”TIPE SUCCESS ! ! ! ” ;
246 AES i n i t c t x (&ctx , key ) ;
247 randomSeed ( analogRead (5 ) ) ;
248 }
249
250 vo i d l oop ( ) {
251 i f ( S e r i a l . a v a i l a b l e ( ) > 0) {
252 // read the incoming byte :
253 i n t incomingByte = S e r i a l . r ead ( ) ;
254 i f ( incomingByte == ’ s ’ ){
255 f o r ( u i n t 3 2 t i = 0 ; i < 16 ; i++)
256 data [ i ] = ( byte ) S e r i a l . r ead ( ) ;
257 S e r i a l . r ead ( ) ; // new l i n e
258 }
259 i f ( incomingByte == ’ c ’ ){
260 AES ECB encrypt(&ctx , data ) ;
261 PORTC |= data [ 0 ] & 1 ;
262 S e r i a l . r ead ( ) ; // new l i n e
263 }
264
265 }
266 }
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1 impor t c t yp e s
2 impor t os
3 impor t numpy as np
4
5 path = os . getcwd ( )
6 c l i b r a r y = c t yp e s . CDLL( os . path . j o i n ( path , ’ Trace . so ’ ) )
7
8 BYTES PER KP = 16
9

10 c l a s s CPA Cracker ( c t yp e s . S t r u c t u r e ) :
11 f i e l d s = [ ( ” b y t e s p e r c a p t u r e ” , c t y p e s . c u i n t 3 2 ) ,
12 ( ” nb t r a c e ” , c t y p e s . c u i n t 3 2 ) ,
13 ( ” b e s t g u e s s ” , c t y p e s . POINTER( c t yp e s . c doub l e ) ) ,
14 ( ”maxcpa” , c t y p e s . POINTER( c t yp e s . c doub l e ) ) ,
15 ( ” cpaoutput ” , c t y p e s . POINTER( c t yp e s . c doub l e ) ) ,
16 ( ”sumnum1” , c t yp e s . POINTER( c t yp e s . c doub l e ) ) ,
17 ( ”sumnum2” , c t yp e s . POINTER( c t yp e s . c doub l e ) ) ,
18 ( ”sumnum3” , c t yp e s . POINTER( c t yp e s . c doub l e ) ) ,
19 ( ”sumden1” , c t yp e s . POINTER( c t yp e s . c doub l e ) ) ,
20 ( ”sumden2” , c t yp e s . POINTER( c t yp e s . c doub l e ) ) ,
21 ( ”AverageTracePerSec ” , c t y p e s . c doub l e ) ]
22
23 CPA Cracker = c t yp e s . POINTER( CPA Cracker )
24 c l i b r a r y . I n i t C r a c k e r . a r g t y p e s = [ c t yp e s . c u i n t 3 2 ]
25 c l i b r a r y . I n i t C r a c k e r . r e s t y p e = CPA Cracker
26
27 c l i b r a r y . AddTrace . a r g t y p e s = [ CPA Cracker , c t y p e s . POINTER( c t yp e s . c doub l e ) , c t y p e s .

POINTER( c t yp e s . c u i n t 8 ) ]
28
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29 c l a s s Cracke r :
30 de f i n i t ( s e l f , b y t e s p e r c a p : i n t ) :
31 i f b y t e s p e r c a p < 1 :
32 p r i n t ( ” By t e s p e r c ap must be s t r i c t l y > 1” )
33 e x i t (1 )
34 s e l f . c r = c l i b r a r y . I n i t C r a c k e r ( b y t e s p e r c a p )
35 de f AddTrace ( s e l f , t r a c e , kp ) :
36 t emp t race = l i s t ( t r a c e )
37 temp kp = l i s t ( kp )
38 a s s e r t ( l e n ( t emp t r ace ) == s e l f . c r . c on t en t s . b y t e s p e r c a p t u r e )
39 a s s e r t ( l e n ( temp kp ) == BYTES PER KP)
40
41 c t r = ( c t yp e s . c doub l e ∗ l e n ( t emp t race ) ) (∗ t emp t race )
42 c kp = ( c t yp e s . c u i n t 8 ∗ l e n ( temp kp ) ) (∗ temp kp )
43 c l i b r a r y . AddTrace ( s e l f . c r , c t r , c kp )
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1 impor t numpy as np
2 from s c i p y . s i g n a l impor t s a v g o l f i l t e r
3
4
5 c l a s s PowerTrace ( ) :
6 de f i n i t ( s e l f , data , name=”power” ) :
7 # Bas i c pa ramete r s
8 s e l f . t r a c e = np . a r r a y ( data )
9 s e l f . s i z e = l e n ( s e l f . t r a c e )

10 s e l f . name = name
11 s e l f . p o l y o r d e r = 3
12 s e l f . window = 25
13 s e l f . f i l t e r e d = 0
14
15 # Compute Parameter s
16 s e l f . mean = np . mean ( s e l f . t r a c e )
17 s e l f . va r = np . va r ( s e l f . t r a c e )
18 s e l f . no rma l i z ed = s e l f . t r a c e − s e l f . mean
19 s e l f . max = np .max( s e l f . t r a c e )
20 s e l f . min = np . min ( s e l f . t r a c e )
21 s e l f . amp l i t ude = np . abs ( s e l f . max − s e l f . min )
22
23
24 de f g e t i t em ( s e l f , i n d e x ) :
25 r e t u r n s e l f . t r a c e [ i nd e x ]
26
27 de f a d d ( s e l f , x ) :
28 r e t u r n PowerTrace ( s e l f . t r a c e + x , name = s e l f . name )
29
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30 de f s u b ( s e l f , x ) :
31 r e t u r n PowerTrace ( s e l f . t r a c e − x , name = s e l f . name )
32
33 de f mu l ( s e l f , x ) :
34 r e t u r n PowerTrace ( s e l f . t r a c e ∗ x , name = s e l f . name )
35
36 de f t r u e d i v ( s e l f , x ) :
37 r e t u r n PowerTrace ( s e l f . t r a c e / x , name = s e l f . name )
38
39 de f l e n ( s e l f ) :
40 r e t u r n s e l f . s i z e
41
42 de f f i l t e r ( s e l f , p o l y o r d e r = 3 , window = 30) :
43 i f p o l y o r d e r == s e l f . p o l y o r d e r and window == s e l f . window and s e l f . f i l t e r e d !=

0 :
44 r e t u r n s e l f . f i l t e r e d
45 s e l f . p o l y o r d e r = po l y o r d e r
46 s e l f . window = window
47
48 s e l f . f i l t e r e d = PowerTrace ( s a v g o l f i l t e r ( s e l f . t r a c e , s e l f . window , s e l f .

p o l y o r d e r ) ,
49 name = ” f i l t e r e d ” + s e l f . name )
50
51 r e t u r n s e l f . f i l t e r e d
52
53 de f s e l f c o r r e l a t e ( s e l f , p o l y o r d e r = 3 , window = 20) :
54 s e l f . c o r r e l a t e d = np . c o r r e l a t e ( s e l f . no rma l i z ed , s e l f . no rma l i z ed , ’ f u l l ’ ) [ s e l f .

s i z e − 1 : ]
55 s e l f . c o r r e l a t e d = s e l f . c o r r e l a t e d / s e l f . v a r / s e l f . s i z e
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56 s e l f . c o r r e l a t e d = s e l f . c o r r e l a t e d / 20 + 1.2∗ s e l f . mean
57
58 s e l f . c o r r e l a t e d = PowerTrace ( s e l f . c o r r e l a t e d , name = ” c o r r e l a t e d ” + s e l f . name

)
59
60 r e t u r n s e l f . c o r r e l a t e d
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1 impor t ma t p l o t l i b . py l ab as p l t
2 impor t numpy as np
3 impor t os
4 impor t CpaLib as cpa
5 from sy s impor t p l a t fo rm , path
6 impor t c t yp e s
7 from os impor t sep
8 impor t powe r t r a ce as pt
9 from WF SDK impor t dev i c e , scope # impor t i n s t r umen t s

10 from WF SDK. scope impor t t r i g g e r s o u r c e
11 from b i n a s c i i impor t u n h e x l i f y
12
13 i f p l a t f o rm . s t a r t s w i t h ( ”win” ) :
14 # on Windows
15 dwf = c t yp e s . c d l l . dwf
16 c on s t a n t s p a t h = ”C : ” + sep + ”Program F i l e s ( x86 ) ” + sep + ” D i g i l e n t ” + sep + ”

WaveFormsSDK” + sep + ” samples ” + sep + ”py”
17 e l i f p l a t f o rm . s t a r t s w i t h ( ” darwin ” ) :
18 # on macOS
19 l i b p a t h = sep + ” L i b r a r y ” + sep + ”Frameworks” + sep + ”dwf . framework ” + sep + ”

dwf”
20 dwf = c t yp e s . c d l l . LoadL i b r a r y ( l i b p a t h )
21 c on s t a n t s p a t h = sep + ” App l i c a t i o n s ” + sep + ”WaveForms . app” + sep + ”Contents ” +

sep + ”Resou r ce s ” + sep + ”SDK” + sep + ” samples ” + sep + ”py”
22 e l s e :
23 # on L inux
24 dwf = c t yp e s . c d l l . LoadL i b r a r y ( ” l i b dw f . so ” )
25 c on s t a n t s p a t h = sep + ” u s r ” + sep + ” sha r e ” + sep + ” d i g i l e n t ” + sep + ”waveforms

” + sep + ” samples ” + sep + ”py”
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26
27 impor t numpy as np
28 from s c i p y . s i g n a l impor t s a v g o l f i l t e r
29
30 impor t s e r i a l
31 por = ”/dev/ttyACM0”
32 s e r = s e r i a l . S e r i a l ( por , 57600 , t imeout=10)
33 impor t t ime
34 t ime . s l e e p (3 )
35
36 impor t os
37 impor t t h r e a d i n g
38
39 d e v i c e d a t a = de v i c e . open ( c o n f i g =0)
40 f =100∗10∗∗6
41 b u f f s i z e = 16384//2
42
43 t ime l e ng t h = b u f f s i z e / f
44 t r i g g e r p e r c e n t = 0.001
45
46 scope . open ( d e v i c e da t a , s amp l i n g f r e qu en c y=f , b u f f e r s i z e=b u f f s i z e )
47
48 v = c t yp e s . c doub l e ( )
49 dwf . FDwfAna l og I nT r i gg e rPo s i t i onSe t ( d e v i c e d a t a . handle , c t y p e s . c doub l e ( t ime l e ng t h ∗ (0 . 5

− t r i g g e r p e r c e n t ) ) )
50 dwf . FDwfAna l og InTr i gge rPos i t i onGe t ( d e v i c e d a t a . hand l e , c t y p e s . b y r e f ( v ) )
51
52 scope . t r i g g e r ( d e v i c e d a t a , True , t r i g g e r s o u r c e . ana log , channe l =2, e d g e r i s i n g=True ,

l e v e l =2)
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53
54 c on s t a n t s p a t h = sep + ” u s r ” + sep + ” sha r e ” + sep + ” d i g i l e n t ” + sep + ”waveforms ” +

sep + ” samples ” + sep + ”py”
55 from sy s impor t path
56 path . append ( c on s t a n t s p a t h )
57 impor t dw f con s t an t s as c on s t a n t s
58
59 de f r e c o r d a n d t r i g ( d e v i c e da t a , channe l ) :
60 ”””
61 r e c o r d an ana log s i g n a l
62
63 pa ramete r s : − d e v i c e data
64 − the s e l e c t e d o s c i l l o s c o p e channe l (1−2 , o r 1−4)
65
66 r e t u r n s : − a l i s t w i th the r e co r d ed v o l t a g e s
67 ”””
68 # se t up the i n s t r umen t
69 dwf . FDwfAna log InConf igure ( d e v i c e d a t a . handle , c t y p e s . c b o o l ( F a l s e ) , c t y p e s . c b o o l (

True ) )
70
71 s e r . w r i t e ( b”c\n” )
72 # read data to an i n t e r n a l b u f f e r
73 wh i l e True :
74 s t a t u s = c t yp e s . c b y t e ( ) # v a r i a b l e to s t o r e b u f f e r s t a t u s
75 dwf . FDwfAna log InStatus ( d e v i c e d a t a . handle , c t y p e s . c b o o l ( True ) , c t y p e s . b y r e f (

s t a t u s ) )
76
77 i f s t a t u s . v a l u e == con s t a n t s . DwfStateDone . v a l u e :
78 # e x i t l oop when ready
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79 break
80
81 # copy b u f f e r
82 b u f f e r = ( c t yp e s . c doub l e ∗ b u f f s i z e ) ( ) # c r e a t e an empty b u f f e r
83 dwf . FDwfAnalogInStatusData ( d e v i c e d a t a . handle , c t y p e s . c i n t ( channe l − 1) , b u f f e r ,

c t y p e s . c i n t ( b u f f s i z e ) )
84
85 # conve r t i n t o l i s t
86 b u f f e r = [ f l o a t ( e l ement ) f o r e l ement i n b u f f e r ]
87 r e t u r n b u f f e r
88
89 r e c1 = r e c o r d a n d t r i g ( d e v i c e da t a , 2)
90
91
92 t r i g b u f f = pt . PowerTrace ( np . a r r a y ( r e c1 ) ) /20 + 0 .5
93
94 m i n t r i g = t r i g b u f f . min
95 maxt r i g = t r i g b u f f . max
96 a v g t r i g = ( m i n t r i g + maxt r i g ) / 2
97 m = True
98 i = 1
99 f o r p i n t r i g b u f f :

100 i f p > a v g t r i g and m:
101 m = Fa l s e
102 i f p < a v g t r i g and not m:
103 break
104 i += 1
105 b u f f s i z e = i
106 t ime l e ng t h = b u f f s i z e / f
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107 t r i g g e r p e r c e n t = 0.001
108
109
110 scope . c l o s e ( d e v i c e d a t a )
111 d e v i c e . c l o s e ( d e v i c e d a t a )
112 ###
113 d e v i c e d a t a = de v i c e . open ( c o n f i g =0)
114 scope . open ( d e v i c e da t a , s amp l i n g f r e qu en c y=f , b u f f e r s i z e=b u f f s i z e )
115
116 v = c t yp e s . c doub l e ( )
117 dwf . FDwfAna l og I nT r i gg e rPo s i t i onSe t ( d e v i c e d a t a . handle , c t y p e s . c doub l e ( t ime l e ng t h ∗ (0 . 5

− t r i g g e r p e r c e n t ) ) )
118 dwf . FDwfAna l og InTr i gge rPos i t i onGe t ( d e v i c e d a t a . hand l e , c t y p e s . b y r e f ( v ) )
119
120 scope . t r i g g e r ( d e v i c e d a t a , True , t r i g g e r s o u r c e . ana log , channe l =2, e d g e r i s i n g=True ,

l e v e l =2)
121
122 ###########################################
123 ###############””
124
125 c r a c k e r = cpa . Cracke r ( b u f f s i z e )
126
127 t r y :
128 wh i l e True :
129 kp = os . urandom (16)
130 s e r . w r i t e ( b” s ” + kp + b”\n” )
131
132
133 t r = l i s t ( ( r e c o r d a n d t r i g ( d e v i c e da t a , 1) ) )
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134
135 c r a c k e r . AddTrace ( t r , l i s t ( kp ) )
136
137 #impor t pdb ; pdb . s e t t r a c e ( )
138 excep t Keyboa r d I n t e r r up t :
139 pas s
140 s e r . c l o s e ( )
141
142 ##############
143 #t r a c e s = pa r s eT ra c e s (” t r a c e s . b i n i 8 ”)
144 #numtraces = l e n ( t r a c e s )
145 #numpoint = l e n ( t r a c e s [ 0 ] )
146 #kp = parseKP (” p l a i n t e x t s . hex ”)
147 #
148 #c r a c k e r = cpa . Cracke r ( numpoint )
149 #f o r i i n range ( numtraces ) :
150 # c r a c k e r . AddTrace ( t r a c e s [ i ] , kp [ i ] )
151
152 = inpu t ( ”Appuyer to s top ” )
153 # r e s e t the scope
154 scope . c l o s e ( d e v i c e d a t a )
155
156
157 # c l o s e the connec t i on
158 d e v i c e . c l o s e ( d e v i c e d a t a )
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